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1.1 Splash 

 

1.2 Welcome 
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1.3 Disclaimer 

 

1.4 The Law 
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1.5 Privacy and Security Laws 

 

1.6 Identifying PHI 
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1.7 Privacy Rules 

 

1.8 Minimum Necessary 
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1.9 Minimum Necessary Examples 

 

1.10 Knowledge Check 

  (Multiple Choice, 10 points, unlimited attempts permitted) 

 

Correct Choice Feedback 

  I must use reasonable efforts to ensure That's not the correct answer. It is 
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patient privacy. important to note that the minimum 

necessary rule does not mean that 

healthcare providers should restrict the 

exchange of PHI to effectively treat and 

coordinate healthcare. Please try again. 

  If it is not part of my job to have the 

information, it is not appropriate for 

me to access it. 

That's not the correct answer. It is 

important to note that the minimum 

necessary rule does not mean that 

healthcare providers should restrict the 

exchange of PHI to effectively treat and 

coordinate healthcare. Please try again. 

X The clinic doctor is responsible to limit 

the amount of clinical information he 

released to an Emergency Room 

physician. 

Correct! It is important to note that the 

minimum necessary rule does not mean 

that healthcare providers should 

restrict the exchange of PHI to 

effectively treat and coordinate 

healthcare. 

  It is my responsibility to know UHA 

policy as it applies to use and disclosure 

of PHI. 

That's not the correct answer. It is 

important to note that the minimum 

necessary rule does not mean that 

healthcare providers should restrict the 

exchange of PHI to effectively treat and 

coordinate healthcare. Please try again. 
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1.11 Safeguarding PHI 

 

1.12 Safeguarding PHI Examples 
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1.13 Safeguarding ePHI Examples 

 

1.14 Incidental Disclosures 
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1.15 Incidental Disclosures 

 

1.16 Reasonable Precautions 
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1.17 Using and Disclosing PHI 

 

1.18 Treatment 
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1.19 Payment 

 

1.20 Health Care Operations 

 

1.21 Knowledge Check 

  (Multiple Choice, 10 points, unlimited attempts permitted) 
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Correct Choice Feedback 

  Treatment That's not the correct answer. In 

general, UHA is permitted to use and 

disclose PHI for provision/management 

of healthcare, in order to obtain 

payment for those services and to 

accomplish internal operations without 

specific patient authorization. Please 

try again. 

  Payment That's not the correct answer. In 

general, UHA is permitted to use and 

disclose PHI for provision/management 

of healthcare, in order to obtain 

payment for those services and to 

accomplish internal operations without 

specific patient authorization. Please 

try again. 

  Operations That is not the correct answer. In 
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general, UHA is permitted to use and 

disclose PHI for provision/management 

of healthcare, in order to obtain 

payment for those services and to 

accomplish internal operations without 

specific patient authorization. Please 

try again. 

X Treatment, Payment and Operations That's Correct! In general, UHA is 

permitted to use and disclose PHI for 

provision/management of healthcare, 

in order to obtain payment for those 

services and to accomplish internal 

operations without specific patient 

authorization. 

 

 

1.22 Family and Friends 
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1.23 More About Family and Friends 

 

1.24 Authorizations 
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1.25 More About Authorizations 

 

1.26 Knowledge Check 

  (True/False, 10 points, unlimited attempts permitted) 

 

Correct Choice 

X True 
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  False 

 

Feedback when correct: 

That's right!  Different situations require written authorizations, as you've just read. Questions? 

Talk to your supervisor or the Director of Compliance. 

Feedback when incorrect: 

You did not select the correct response. Different situations require written authorizations, as 

you've just read. Questions? Talk to your supervisor or the Director of Compliance. Please try 

again. 

 

1.27 Verification Requirement 
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1.28 Business Associates 

 

1.29 Patient Rights 
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1.30 Request for Confidential Communications 

 

1.31 Requests Restrictions 
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1.32 Access to Medical Records 

 

1.33 Knowledge Check 

  (Multiple Choice, 10 points, unlimited attempts permitted) 

 

Correct Choice Feedback 

  Request that we limit the PHI we That's not correct. HIPAA and state law 
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disclose to an insurance company 

paying the bill. 

permits patients, or legal 

representative, to access/copy medical 

and related records.  Under HIPAA, UHA 

can deny access under limited 

circumstances, following specific 

processes. Try again. 

  Request that we send billing 

information to a PO Box number. 

That's not correct. HIPAA and state law 

permits patients, or legal 

representative, to access/copy medical 

and related records.  Under HIPAA, UHA 

can deny access under limited 

circumstances, following specific 

processes. Try again. 

  Request to review and/or copy their 

medical record. 

That's not correct. HIPAA and state law 

permits patients, or legal 

representative, to access/copy medical 

and related records.  Under HIPAA, UHA 

can deny access under limited 

circumstances, following specific 

processes. Try again. 

X Patients have a right to all of the above. Correct! HIPAA and state law permits 

patients, or legal representative, to 

access/copy medical and related 

records.  Under HIPAA, UHA can deny 

access under limited circumstances, 

following specific processes. 
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1.34 Tracking Disclosures 

 

1.35 Corrections 
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1.36 Filing a Complaint 

 

1.37 What is HIPAA Security? 

 



 

 

Published by Articulate® Storyline www.articulate.com 

1.38 Examples of Technology 

 

1.39 Workforce Expectations 

 

1.40 Knowledge Check 

  (Word Bank, 10 points, unlimited attempts permitted) 
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Correct Choice Feedback 

  Personal Smart Phones That's not correct. Under no 

circumstances is it permissible to an 

employee to send, or maintain, PHI on 

personal computers, in personal e-mail 

account, etc.  Please try again. 

  Personal USB or Flash Drives That's not correct. Under no 

circumstances is it permissible to an 

employee to send, or maintain, PHI on 

personal computers, in personal e-mail 

account, etc.  Please try again. 

X UHA Desktop computers That's correct! Under no circumstances 

is it permissible to an employee to 

send, or maintain, PHI on personal 

computers, in personal e-mail account, 

etc.   

  Personal home computers That's not correct. Under no 
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circumstances is it permissible to an 

employee to send, or maintain, PHI on 

personal computers, in personal e-mail 

account, etc.  Please try again. 

  Personal Portable Hard Drive That's not correct. Under no 

circumstances is it permissible to an 

employee to send, or maintain, PHI on 

personal computers, in personal e-mail 

account, etc.  Please try again. 

 

 

1.41 Security Policies 
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1.42 Access Controls 

 

1.43 More About Access Controls 
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1.44 Workstation Security 

 

1.45 Tips for Workstation Security 
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1.46 Acceptable Internet Use 

 

1.47 Knowledge Check 

  (True/False, 10 points, unlimited attempts permitted) 

 

Correct Choice 

  True 
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X False 

 

Feedback when correct: 

That's right!  It is never permissible to share your password.  If there is a need for questions to 

be answered in your absence, discuss how to best accomplish this with your supervisor. 

Feedback when incorrect: 

You did not select the correct response. It is never permissible to share your password.  If there 

is a need for questions to be answered in your absence, discuss how to best accomplish this with 

your supervisor. 

 

1.48 Remote Access 
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1.49 External Communications 

 

1.50 e-Mail and ePHI 

 

1.51 Knowledge Check 

  (True/False, 10 points, unlimited attempts permitted) 
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Correct Choice 

  True 

X False 

 

Feedback when correct: 

That's right!  There are strict regulations that apply to the maintenance and transmission of PHI.  

As UHA is bound by these regulations, even with patient permission, transmission of PHI to 

personal devices is prohibited. 

Feedback when incorrect: 

You did not select the correct response. There are strict regulations that apply to the 

maintenance and transmission of PHI.  As UHA is bound by these regulations, even with patient 

permission, transmission of PHI to personal devices is prohibited. 
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1.52 Monitoring Use 

 

1.53 Re-Use and Disposal 
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1.54 Incident Reporting 

 

1.55 Knowledge Check 

  (Multiple Choice, 10 points, unlimited attempts permitted) 

 

Correct Choice Feedback 

  Creating complex passwords. That's not the correct answer. UHA is 
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responsible to provide support for 

protecting patient privacy and 

employees should become familiar with 

policy and regulations related to privacy 

so they can utilize the best practices in 

maintaining that privacy. Please try 

again. 

  Using a computer privacy screen. That's not the correct answer. UHA is 

responsible to provide support for 

protecting patient privacy and 

employees should become familiar with 

policy and regulations related to privacy 

so they can utilize the best practices in 

maintaining that privacy. Please try 

again. 

  Disposing of paper including PHI in the 

proper manner. 

That's not the correct answer. UHA is 

responsible to provide support for 

protecting patient privacy and 

employees should become familiar with 

policy and regulations related to privacy 

so they can utilize the best practices in 

maintaining that privacy. Please try 

again. 

  Following UHA policy regarding FAX 

transmittal of PHI. 

That's not the correct answer. UHA is 

responsible to provide support for 

protecting patient privacy and 

employees should become familiar with 

policy and regulations related to privacy 

so they can utilize the best practices in 
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maintaining that privacy. Please try 

again. 

X All of the above. Correct! UHA is responsible to provide 

support for protecting patient privacy 

and employees should become familiar 

with policy and regulations related to 

privacy so they can utilize the best 

practices in maintaining that privacy. 

 

 

1.56 Non-Compliance 
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1.57 Consequences 

 

1.58 Reporting Requirements 

 

1.59 Knowledge Check 

  (Matching Drag and Drop, 10 points, unlimited attempts permitted) 
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Correct Choice 

Printing your own (or your child's) medical 

record. 

Okay only if you are accessing the data 

through your My Health account. 

Viewing a patient's record out of curiosity. Not okay, you should only access patient data 

needed for your job. 

Sharing your password and logon. Not okay, we never share our logons and 

passwords. 

Talking about patients in public areas, during 

lunch or in an elevator. 

Not okay, find a private place to talk and on a 

need-to-know basis only. 

 

Feedback when correct: 

That's right! You successfully matched the phrases. 

Feedback when incorrect: 

You did not make all the correct matches.  Think about when it is, and isn't, okay to look Patient 

Health Information (PHI).  Please try again. 
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1.60 Knowledge Check 

  (Multiple Choice, 10 points, unlimited attempts permitted) 

 

Correct Choice Feedback 

  Report non-compliance with UHA policy 

or Code of Conduct. 

That's not correct. The Privacy and 

Security of PHI must be integrated into 

your daily duties.  Following regulations 

and UHA policy will ensure the best 

patient care, enhancing our reputation 

as a premier health care service 

organization. Try again. 

  Understand that email should be used 

for company business and may be 

monitored for use. 

That's not correct. The Privacy and 

Security of PHI must be integrated into 

your daily duties.  Following regulations 

and UHA policy will ensure the best 

patient care, enhancing our reputation 

as a premier health care service 

organization. Try again. 
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  Utilize proper measures to protect 

Patient Rights and Privacy. 

That's not correct. The Privacy and 

Security of PHI must be integrated into 

your daily duties.  Following regulations 

and UHA policy will ensure the best 

patient care, enhancing our reputation 

as a premier health care service 

organization. Try again. 

  Ask questions if I do not understand 

whether authorization is needed to 

release information. 

That's not correct. The Privacy and 

Security of PHI must be integrated into 

your daily duties.  Following regulations 

and UHA policy will ensure the best 

patient care, enhancing our reputation 

as a premier health care service 

organization. Try again. 

X All of the above. Correct! The Privacy and Security of PHI 

must be integrated into your daily 

duties.  Following regulations and UHA 

policy will ensure the best patient care, 

enhancing our reputation as a premier 

health care service organization. 

 

 

1.61 Results Slide 

  (Results Slide, 0 points, 1 attempt permitted) 
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Results for 

1.10 Knowledge Check 

1.21 Knowledge Check 

1.26 Knowledge Check 

1.33 Knowledge Check 

1.40 Knowledge Check 

1.47 Knowledge Check 

1.51 Knowledge Check 

1.55 Knowledge Check 

1.59 Knowledge Check 

1.60 Knowledge Check 
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Result slide properties  

Passing Score 80% 

 

 

1.62 Next Steps 

 

 

 


