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1.2 Welcome

Hi there!

I'm Janet, your host for this module on protecting health
information. In the next 45 minutes, we'll explore
everything you need to know to keep our patients’
maedical data safe and secure

Are you ready to start? Chek the Objectives box below 1o
rEview Our Course outlne
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1.3 Disclaimer

Test Your Understanding...

There's a kot to learn about our confidentiality and privacy rules.
As you move throwgh this course, we'll stop aleng the way and
test your uniderstanding of the topics you've just read,

Your score will determine if you need to take a separate multiple-
choice test in HealthStream, following ths module  So, please do
your best to read each soreen and answer the built-in quiz
questions. Each question is worth 10 points._youll need B0+
points to pass!

Please dick the Agresmant button below to confirm that you
understand this infermation.

Agreed! | understand
that | will be tested

throughout the course.

1.4 The Law

So, Why do we care About the Law
about Protecting

Health Information? Las
ki aeh kit Federal Definition
box to learn more.

State Definition

What is PHI or ePHI?
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1.5 Privacy and Security Laws

Federal Privacy
Laws and UHA

HIPAA (Health Insurance Porability
and Accountability Act)

s ing,

« Establshes rules for 8o
using. declosing and protecting
PH1 and eFHI
his

Prowvides pateents with rig
regarding their PHI and afH1

. .hr
o rmation TachnoloQy
m'::mi: and Clinkal Heatth Act

Ecor
{Hn‘ECH}uiIDQS:
{' « This law require UHA o report a B8

= reach” of “ursecured” PHI

California confidentiality of Madical
Infe rmation At
tecl
« Regquires UHA to pro
imformation and estabishes .
requirements for diclosing t Ll
patient’s medical records

1.6 Identifying PHI

Financial
Infermation

Demographic Clinical
Information Information

How can we PHI can be oral,
¥ identify PHI at ¢ written or electronic.
UHA? Click on the above boxes to learn more.
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1.7 Privacy Rules

-

What are the Privacy Rules?
State and Federal prvacy laws establsh 1
these four general rules regarding PHI

= Minimum necessary
\ = Safeguarding PHI
i = Uses and disclosures of PHI
+ Patient rights

1.8 Minimum Necessary

PRIVACY RULE:

Minimum Necessary

The concept of minimum necessary should be
your guiding principle whenever you access,
use, disclose or request PHL. Minimum
necessary simply means that reasonable
efforts must be made to limit the amount of
PHI accessed, used, disclosed or requested in
order to accomplish the intended purpose.
Violations of the "minimum necessary”
principle are regarded as a security incdent,
which requires potential reporting.

It is important to note that the minimum
necessary rule permits healthcare providers to
exchange PHI as necessary to effectively treat
and coordinate healthcare.
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1.9 Minimum Necessary Examples

Minimum Necessary: Examples
Click on each scenario to learn more

1.10 Knowledge Check

(Multiple Choice, 10 points, unlimited attempts permitted)

Which of the following is not
subject to the "minimum necessary"

Click the rule of Privacy?
COFTECT BNPAET,
then click the oy, Imist use reasenable efforts to ensure patient
Submit button -~ privacy.
in the Bovseer
:?;Lh::h:& T Hhhmmu!wpblohwEMmMHh
o i -~ mot appropeiate for me to acoess it
This question s
w;-t?u 10 . The dinic doctor is responssble to hmit the amount of
Pants (@ clnical information he released to an Emergency
Room physician
- < It is my respanssbilsty to know UHA policy as it applies
2 ot to use and dedosure of PHI

i KNOWLEDGE
CHECK!

| must use reasonable efforts to ensure  That's not the correct answer. It is
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patient privacy.

important to note that the minimum
necessary rule does not mean that
healthcare providers should restrict the
exchange of PHI to effectively treat and

coordinate healthcare. Please try again.

If it is not part of my job to have the
information, it is not appropriate for

me to access it.

That's not the correct answer. It is
important to note that the minimum
necessary rule does not mean that
healthcare providers should restrict the
exchange of PHI to effectively treat and

coordinate healthcare. Please try again.

The clinic doctor is responsible to limit
the amount of clinical information he
released to an Emergency Room

physician.

Correct! It is important to note that the
minimum necessary rule does not mean
that healthcare providers should
restrict the exchange of PHI to
effectively treat and coordinate

healthcare.

It is my responsibility to know UHA
policy as it applies to use and disclosure

of PHI.

That's not the correct answer. It is
important to note that the minimum
necessary rule does not mean that
healthcare providers should restrict the
exchange of PHI to effectively treat and

coordinate healthcare. Please try again.
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1.11 Safeguarding PHI

Safeguarding PHI
HIPAA requires UHA to take

reasonable measures to protect
and secure PHI and ePHI

1.12 Safeguarding PHI Examples

Safeguarding PHI: Examples

Click on each picture to learn more
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1.13 Safeguarding ePHI Examples

Safeguarding ePHI: Examples and Guidelines

Here are some guidelines you should follow to Keep our
patients' ePHI safe:

# Do not share your password with others, use
strong passwords.

* Password protect computers and cells phones,

= Turn computer monitors away from public
VIEW OF USe Drivacy screen.

= Minimize screens or lock your computer screen
when you walk away from your workstations.

= Never leave portable devices with PHI, such as
laptops, flash drives, and smartphones,
ursecured and unattended in your car or
public areas.

1.14 Incidental Disclosures

Incidental Disclosures

HIPAA recognizes that PHI may be
incidentally disclosed to others
when healthcare providers
communicate with each other in
order to provide for the
appropriate and efficient
treatment of patients.

These incidental disclosures are
permissible so long as reasonable
precautions are taken to limit
what is said and who overhwears
the conversation.
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1.15 Incidental Disclosures

Incidental Disclosures:
Examples

Here are some examples of incidental disclosures that might
occur at UHA, particularly where every reasonable effort is
taken to ensure patient privacy:

+ Health care staff orally discussing a
patient and coordinating services at a
nursing station,

= Discussing lab results with a patient in
4 joint treatment room.

= Discussing a patient's condition with
the patient on the phone.

« Calling out a patients first or last
name in a waiting room.

So, now you know more about
Incidental Disclosures. Do you
know what reasonable precautions
to take to lessen the impact of

incidental disclosures?
Click the buttomn bebow 1o learn mone

Examples ﬂziﬁoﬂlﬁf-iﬁh:wmutim
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1.17 Using and Disclosing PHI

1.18 Treatment
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1.19 Payment

USING AND DISCLOSING PHI:

Payment

Payment refers to any activty necessary to obitain payment or
1o be resmbursed for health care services provided

Examples include:
* Efforts to determine eligibilsty for coverage of a
health care services

* Sending PHI to a health plan so that they can

determine whiether they are required to pay the
claim for that service.

1.20 Health Care Operations

USING AND DISCLOSING PHI:
Health Care Operations

Health care operateons refers to internal operational activities
necessany o run UHA

Examples include:

= Adminntrative actnaties such mplementing and
managing dlinic schedules

= Finanaal acthities such as monitoring and
responding to daim demials andioar governmental
audnt actities

= Legal or rak management functons

= Juality improvement activities.

1.21 Knowledge Check

(Multiple Choice, 10 points, unlimited attempts permitted)
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PHI may be used for the following

purposes without authorization from
Click the i | ve?
! J the patient, or legal representative?
;mhmﬂ::“!,:n [ Treatment
in the kower —
rigiht-hand || Payment
cormer to check o
YOLIT EEWET. L I Opgfalmm
This question s
worth 10 Y ,
P @ Treatment, Payment and Operations

i KNOWLEDGE
CHECK!

Treatment That's not the correct answer. In
general, UHA is permitted to use and
disclose PHI for provision/management
of healthcare, in order to obtain
payment for those services and to
accomplish internal operations without
specific patient authorization. Please

try again.

Payment That's not the correct answer. In
general, UHA is permitted to use and
disclose PHI for provision/management
of healthcare, in order to obtain
payment for those services and to
accomplish internal operations without
specific patient authorization. Please

try again.

Operations That is not the correct answer. In
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general, UHA is permitted to use and
disclose PHI for provision/management
of healthcare, in order to obtain
payment for those services and to
accomplish internal operations without
specific patient authorization. Please

try again.

X Treatment, Payment and Operations That's Correct! In general, UHA is
permitted to use and disclose PHI for
provision/management of healthcare,
in order to obtain payment for those
services and to accomplish internal
operations without specific patient

authorization.

1.22 Family and Friends

Okay, $0 now you
know more about
wsing and disclosing
PHI. But what about
disdosing information
to the patient’s family
and friends?

Cleek on the family pictures to
lBarn moe
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1.23 More About Family and Friends

More About Families and Friends
When disclosing PHI to family and friends involed
in the care of the patient, it is mporant 1o note
that you should Bmit what you disciose to that
which is rebevant for the encounter.
Examples of permitted disclosures to family and
friends, may include baut are not limited to:
= Conferring with a patient’s spouse
about relevant past medical history
*  Discussing treatment options with a
patsent's significant other who attends a
clinge wisit
*  Instruscting a patient's roommate on
proper post procedure care
= Discussing payment options with an
adult patient’s parents.

1.24 Authorizations

B

Are there other
situations in
which you can
disclose PHI
without a
patient’s written
authorzation??

Click the law books to
learn more,

'

Gk
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1.25 More About Authorizations

More About Authorization

Lhses or disclosures of PHI for any other purpose
wall generally requare the written authosization
of the patsent andior hisher personal
representative.

State and Federal ko 8leo required a written
authorization to disclose treatment-related PHI
for thess situations;

= peychatherapy

= mental health

= substance abuse

& HIV testing

s _and other senditive kases,

Any questions about dedosures
of PHI should be directed to the
UHA Director of Compliance

1.26 Knowledge Check

(True/False, 10 points, unlimited attempts permitted)

Click the correct answer, th ‘

% the SabAREUERIN. Some disclosures of PHI
the loweer fight-hand conner H H :
gt will require the patient's
question & worth 10 Points. written authorization.

True or False?

| | Foke

KNOWLEDGE _
CHECK!

X True
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False

Feedback when correct:

That's right! Different situations require written authorizations, as you've just read. Questions?

Talk to your supervisor or the Director of Compliance.

Feedback when incorrect:

You did not select the correct response. Different situations require written authorizations, as

you've just read. Questions? Talk to your supervisor or the Director of Compliance. Please try

again.

1.27 Verification Requirement

Verification Requirement
Any time you disdese PHI 1O 8 person
of an entity with whom you donot
kniow or are not familiar with, take
steps 10 confirm whe they are, what
their relationship to the patent s
and what their suthority i for
recending the information (e.g. tamily
member, physidgan &)

T
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1.28 Business Associates

Do you know
what a Business
Associate is and
what the
related HIPAA
rules are?

Click the briefiase 10
leamn mone,

1.29 Patient Rights

Patient Rights
HIPAA, provides patients with the following rights related
to their FHI

= To request confdentiasl communications

*  Torequest restictions on the use and disclosure of their
FHI

*  Torequest access to and coples of their medical records

* Torequest an amendment (comection) to their medscal
record

* Torequest an accounting of dsdosures of their FHI

= Tofide o complaint

*  Torecsive a Notice of Privacy Practices

= To ba notified when a breach haz occurred

Patient rights and the way inowhich UHA can use and disclose
PHI is described in our Notice of Privacy Practices
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1.30 Request for Confidential Communications

Right to Request
Confidential Communications
HEAA allows Potients o r

equest that P
ommunicated s them in & pecific ::ml'::!

Sudh a3 what phon
: & number o
send mformation useor where o

II:Ir.:r example, a patient Ry request that the
ill for & cergain clinic visit be directed 1o her
work addres rather than her home addres

(1]
HA must aotomrmod ate reasonable reguests

.

1.31 Requests Restrictions

&)

L

F'
Lo
il

What if a patient
requesis that UHA
restrict how we use or
disclose thelr PHI??

Clack the patient 1o learn mare.
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1.32 Access to Medical Records

Access to Medical Records

Both HIPAA and state law permit patients or their
personal representatives to have acoes to and to
miske copies of their medical and related records (eg.
Billinvg, registration, etc).

Under HIPAA, UHA can deny access to such records
under Imited circumstances and provided that specific
processes are followed.

Please contact the UMA Director of Compliance of with
any questions.

1.33 Knowledge Check

(Multiple Choice, 10 points, unlimited attempts permitted)

Under HIPAA, patients do not have
Sl the right to?
COMTECT AMPAET,
lsh'Eﬂ tliﬂ:ulgf . Request that we limit the PHIwe didose to an
ubmit N -~ WSUFANCE COMpan ing the bill
in the Bovseer i
rught-hand ?
oo ik / m:hnw:mndwlmgm!mlmwamw
VOUF ansaer,
This quest
m‘:t?ﬁ 10 5 | Request toreview andior copy their medical record.

@ Patents have & nght to all of the above

. KNOWLEDGE
CHECK!

Request that we limit the PHI we That's not correct. HIPAA and state law

Published by Articulate® Storyline www.articulate.com



disclose to an insurance company

paying the bill.

permits patients, or legal
representative, to access/copy medical
and related records. Under HIPAA, UHA
can deny access under limited
circumstances, following specific

processes. Try again.

Request that we send billing

information to a PO Box number.

That's not correct. HIPAA and state law
permits patients, or legal
representative, to access/copy medical
and related records. Under HIPAA, UHA
can deny access under limited
circumstances, following specific

processes. Try again.

Request to review and/or copy their

medical record.

That's not correct. HIPAA and state law
permits patients, or legal
representative, to access/copy medical
and related records. Under HIPAA, UHA
can deny access under limited
circumstances, following specific

processes. Try again.

Patients have a right to all of the above.

Correct! HIPAA and state law permits
patients, or legal representative, to
access/copy medical and related
records. Under HIPAA, UHA can deny
access under limited circumstances,

following specific processes.
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1.34 Tracking Disclosures

What are the
rules for
tracking HIPAA
disclosures?

Click the smployee 1o
T o

1.35 Corrections

Corrections or Amendments to PHI

HIFAA allows patients the right to request an
amendment of correcthon to their Medical Records
California law allows an adult (not a minor) 1o add a
note or addendum to their medical records stating
they disagree with our records.

There are several rules governing a request to amend
or add an addendum induding time frames, reasons
for denial, and right to rebut a denial, etc that must
be followed

Therefore, if a request to amend the medical record is
Ekely to be denied, the request should be reviewed
with the UHA Director of Compliance.
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1.36 Filing a Complaint

Filing a Complaint

Patients have a right to file a complant with
UHA andior the Office of Civil Rights if he or
shve believes UHA has of has the potential
for violating HIPAA

All HIPAA complaints o comternns, including
those from patients, must be directed to the
UHA Director of Compliance

1.37 What is HIPAA Security?

What is HIPAA Security?
The HIPAA Security Rule applies
to all electronic protected health
information (ePHI) stored andfor
transmitted using various forns
of technology.
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1.38 Examples of Technology

Where Do We Store ePHI?

Here are some examples of the technology we use to store ePHI.

UHA Desktop PCs
UHA Laptops
UHA Tablets (e.q. iPADs)
UHA-ssued Smartphones \ [
UHA Servers
« UHA Networks
UHA Tapes
UHA-Bssued USE devices
«  UHA-Bsued Flash drivies
= UHA-created CDs
UHA-created DVDs

D

1.39 Workforce Expectations

As a UHA employee or g
contracted health care f:
provider, what are the

expectations for

protecting ePHI?

Click the smployes 1o learn mone

1.40 Knowledge Check

(Word Bank, 10 points, unlimited attempts permitted)
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At UHA, which of these devices, with the proper security
protections, may contain or store our patients' PHI?
Drag your answed 1o the space abovel
Personal Smart Phones
Fersomal LISE or Flash Dirives
UHA Desktop computers
Personal home computer

Personal Porable Hard Dries

Use your mouse to drag the correct answer into the 'Lk
“anwwer space® just under the question, then dick the -
Submit button in the lower iight-hand cormer 1o chedk
your answer This question s waorth 10 Points. ) KNOWLEDGE |
CHECK! I
Personal Smart Phones That's not correct. Under no

circumstances is it permissible to an
employee to send, or maintain, PHI on
personal computers, in personal e-mail

account, etc. Please try again.

Personal USB or Flash Drives That's not correct. Under no
circumstances is it permissible to an
employee to send, or maintain, PHI on
personal computers, in personal e-mail

account, etc. Please try again.

X UHA Desktop computers That's correct! Under no circumstances
is it permissible to an employee to
send, or maintain, PHI on personal
computers, in personal e-mail account,

etc.

Personal home computers That's not correct. Under no
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circumstances is it permissible to an
employee to send, or maintain, PHI on
personal computers, in personal e-mail

account, etc. Please try again.

Personal Portable Hard Drive

That's not correct. Under no
circumstances is it permissible to an
employee to send, or maintain, PHI on
personal computers, in personal e-mail

account, etc. Please try again.

1.41 Security Policies

T

HIPAA Security
Policy Review

In this next section, we'll review the following
Security Policies indluding

[ (1) Access control
{2) Woorkstation security
(3) Handling and storage of ePHI
| {4) Acceptable Internet use
1 (5) Remote access
\ (6) External commumication of efHI
% {7} Manitornng and appropriate use of PHI
{8) Use and disposal of computers and media
{9) Intident reporting
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1.42 Access Controls

Access Controls Policy

This process establishes and maintains user accounts
and access rights 1o electronic systems, induding those
warth @Ml fe-g Epir.}

Requests 1o get access 1o these sterms are based an
chnical and business needs, and will be Bmited to the
information necessary to do your job

Your manager determines what systems and what
level of access you will be ghen

Managers are required to notify UHA Human
Resources whenever a member of s workforce leaves
or changes roles. LIHA HR wall weork with LHA T to
mcdifiy or terminate wser's S00E5E o Systerms.

1.43 More About Access Controls

More About ACcess Confrols
Acces T @ system & granted by sy ring
pach user a unigue username and

p.-m-.mrd

ER OKAY TO SHARE YOUR
gﬁﬁi:ﬂm WITH ANYONE ELSE.

HipAA requires UHA to audit staff access 1o

epHi and to decipline those who .
inappropriately acces, 1Be or dsclose T
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1.44 Workstation Security

Workstation Security Policy
UHA T will direct any installation, updates or
mecessary fices to UHA computer systems All software
rmust be approved and ariLalled by UPHA T
= Only approved devices may be connected to
LIHA, systems.
= Only UHA employees, contracted bealth care
providers and business associates may have
aoteds 1o UHA computers

ePHI should not be stored on a workstation-ePHl
should be stored on a nebwork server or shared dimee

Workstations in public areas showld be located 5o that
mformation on displays are not easily viewable

1.45 Tips for Workstation Security

Tips on Workstation Security

» Workstations are configured to Urn on a soeensaver
afver a specific amount of time

® This helps ensure that unawthorized users are unable to
e eFHI

» Passwords should be “strong,” which means they
imclude letters, numbsers and characters like %, !, or #

= Ths makes it detault for others 1o try and use your
pasneond

= If you see someone sharing of using another co-worker's
password, immediately report it (o the UHA Director of
Compliance

= Meaver share or request anather's password or username
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1.46 Acceptable Internet Use

Acceptable Internet Use: Rules and Policies
Here are some rules and policies related to Internet and e-mail use at UHA:

+ UHA computers, including Web and e-mail
should be used only for UHA related purposes.

* E-mails are not private and may be monitored.

= [t is against UHA policy to download music,
software programs, or illegal files,

s Inappropriate access to the Internet includes but
is not limited to gambling and pornography.

s Intermet traffic can be tracked and is monitored,
+ You may not post identifiable patient

information or photographs on social media sites
such as Facebook or Twitter.

1.47 Knowledge Check

(True/False, 10 points, unlimited attempts permitted)

If | share my office with
another staff person, it is
ok for me to share my

ek the correct answer, then : :
dlick the Submit button In password with them in
thee lowwer right-hand comer case | am not here and
R hisk your s i they have to answer a

question B worth 10 Points ;
question. True or False?

() True

(@) Fabe

¢ KNOWLEDGE _
CHECK!

True

Published by Articulate® Storyline www.articulate.com



X False

Feedback when correct:

That's right! It is never permissible to share your password. If there is a need for questions to

be answered in your absence, discuss how to best accomplish this with your supervisor.
Feedback when incorrect:

You did not select the correct response. It is never permissible to share your password. If there
is a need for questions to be answered in your absence, discuss how to best accomplish this with

your supervisor.

1.48 Remote Access

Remote Access Policy

Internal polcies permit certakn workfonoe
members to aocess LIHA systerms remotely

WHA IT provides spedfic solutions to
faclitate remote access and to meet
apphcable security requirements. if you have
any questions about remate acceds, please
CONtact your supernvisor
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1.49 External Communications

External Communication of ePHI Policy

All forms of external data transfer of ePHI (e.g. e-mail,
file transfers or computer-to-computer exchanges)
must rmeet specific securty requerements utilizing

approved solutions

Communicating with patients
= Faines security conoerms because messages travel
over ur-secure public networks

» UHA is deploying MyHealth to faciinate physican-
to-patient communcation

* Never use non-approved solutions such at Grail,
hotmail etc

Communicating with external health care providers

= Must follow standardized protocols for secunty,
reliability and manageabsility

1.50 e-Mail and ePHI

E-Mail and ePHI
Al UHA employess should exercise good judgement and
make reascnable efforts to use e-mail in an effective manner

You should not ute sny e-mail fystem to communicate with
patients. E-mail systerms, ncluding UHA-controlled e-mail
systems, are not designed to serve as a means to send and
recenve ePHL Using e-mal to communicate patient
information will expose UHA to the high probability of a
patient privacy breach.

I your job réquires you 1o communicates with a patient
edectronically, you must use MyHealth to ensure that patient
COMMUMCation remains seoure

1.51 Knowledge Check

(True/False, 10 points, unlimited attempts permitted)
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If a patient requests that I

send lab results to his/her
private e-mail, then it is
Gupesorssymmeren - permissible to do so
thee lower right-hand comer True or False?
to check your ansawer. This
question i worth 10 Points
L) True
(@) Fabe
¢ KNOWLEDGE _
CHECK! [
True
X False

Feedback when correct:

That's right! There are strict regulations that apply to the maintenance and transmission of PHI.
As UHA is bound by these regulations, even with patient permission, transmission of PHI to

personal devices is prohibited.
Feedback when incorrect:

You did not select the correct response. There are strict regulations that apply to the
maintenance and transmission of PHI. As UHA is bound by these regulations, even with patient

permission, transmission of PHI to personal devices is prohibited.
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1.52 Monitoring Use

Monitoring and Ap i
propriate

Use of e PHI Palicy

Al access and traffic throaugh Wi,

COMBUTer syitemns can be
e memitored

UHA regularly men itors and auditg

CompUter stem ue, eqe
with &P H| Wedally those

UHA employees and o
niracted health
2In\-lﬂt‘fj who ae found to be .ao:mn;:rc
Hempting to accegs data not mecesary for
therr job are subject to distpdine up to and
Hicuding termination

1.53 Re-Use and Disposal

Re-Use and Disposal of

Computers and Media Policy

Sarict security measunes must be followed prior to the
use, re-use andior disposal of compater systems and
portable media containing efHl

All data and software will be removed of destrayed
using procedures that make the data unrecoverable

Users of computers or portable devices such as
laptops, smartphones, or tablets that access UHA
systems containing eFHI must follow UHA security
palicies set forth for such devices, including methods
for terminating UHA system access

Questions? Contact LIHA'S IT Departrment
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1.54 Incident Reporting

Incident Reporting Policy
To report &ny security indident as
described in this training, including
but not lemited to lost of stolen
electronic technology, inapproprate
access, use or disclosure of ePHI,
sharing of passwords, computer virus
etc, please contact the UHA Director
of Comphance at (650) 724-0326,

1.55 Knowledge Check

(Multiple Choice, 10 points, unlimited attempts permitted)

Which of the following are examples of
PHI protections I can employ in my

Click the daily practice?

COMTeCt answer,

then click the Creating complex passwords.

Submit button

in the Bovseer i

right hard | Uksing & computer privacy screen

i

;:::.‘:“T;':ﬁ Dispoiing of paper including PHI in the proper manner

This question s ;

worth 10 | | Following UHA poficy regarding FAX transmittal of PHIL

@ All of the above.

. KNOWLEDGE
CHECK!

Creating complex passwords. That's not the correct answer. UHA is
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responsible to provide support for
protecting patient privacy and
employees should become familiar with
policy and regulations related to privacy
so they can utilize the best practices in
maintaining that privacy. Please try

again.

Using a computer privacy screen.

That's not the correct answer. UHA is
responsible to provide support for
protecting patient privacy and
employees should become familiar with
policy and regulations related to privacy
so they can utilize the best practices in
maintaining that privacy. Please try

again.

Disposing of paper including PHI in the

proper manner.

That's not the correct answer. UHA is
responsible to provide support for
protecting patient privacy and
employees should become familiar with
policy and regulations related to privacy
so they can utilize the best practices in
maintaining that privacy. Please try

again.

Following UHA policy regarding FAX

transmittal of PHI.

That's not the correct answer. UHA is
responsible to provide support for
protecting patient privacy and
employees should become familiar with
policy and regulations related to privacy

so they can utilize the best practices in
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maintaining that privacy. Please try

again.

X All of the above. Correct! UHA is responsible to provide
support for protecting patient privacy
and employees should become familiar
with policy and regulations related to
privacy so they can utilize the best

practices in maintaining that privacy.

1.56 Non-Compliance

MNon-Compliance \
LIHA has strict policies that adherne to HIFAS,
requirements
Employees are axpected to know and follow
these requirements, incuding reporting

i known or suipectéed wiolations 1o their
manager or the Director of Compliance

\ UHA employess will be disciphned, up to and
inchudeng termination, for violating HIPAA
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1.57 Consequences

What are the significant consequences for violating
HIPAA and state privacy laws?

For UHA
# Civil fines and penalties
= Impact on UHA and Stanford's reputation
# Incredaied regulatony icrutingy and monitoring

For individuals
+ Civil monetary panalties (from $100-50,000 per viclation)
= Criminal prosecution and jail time (up to 10 years)

# Disciplinary action up to and indluding terminatson of
employmenticantract

# If you are a licensed individual, you may face further
disciplinary action by your icensing board

1.58 Reporting Requirements

What are the reporting requirements when a
violation (i.e., a breach) occcurs?

Allimpermissible uses, disclosures of PHI, or ePHI,
are presumed to be breaches requiring timely
repaorting.

In addition, if a breach involves more than 500
individuals, UHA is required to notify the media.

1.59 Knowledge Check

(Matching Drag and Drop, 10 points, unlimited attempts permitted)

Published by Articulate® Storyline www.articulate.com



Let's see how much you've learned so far about

what is (and isn't) compliant when working with PHI.

Primting your own {or your child's)
medical record

WVisanmdg 8 patient’s recdnd out of
CUrsCHity

Sharing your password and logon

Talking about patients in public
areas, duning lunch of in an elevaton

Using your mause, drag the statements on the right to
the matching phrase on the left. Once you have made all
of your matches, dick the Submit button to check your
angweri. Thi question B woith 10 points

Oy onldy if you are acceming the data
through your ky Health account

Mot okay, you shoulbd onhy aoess
patient data needed for your job

Mot okay, we never share owr
logons and pasoaonds

Mot gleay, Tind a private place 1o talk
and on & need-to-know basn anby

S

} KNOWLEDGE _

CHECK! |

Printing your own (or your child's) medical

record.

Okay only if you are accessing the data

through your My Health account.

Viewing a patient's record out of curiosity.

Not okay, you should only access patient data

needed for your job.

Sharing your password and logon.

Not okay, we never share our logons and

passwords.

Talking about patients in public areas, during

lunch or in an elevator.

Not okay, find a private place to talk and on a

need-to-know basis only.

Feedback when correct:

That's right! You successfully matched the phrases.

Feedback when incorrect:

You did not make all the correct matches. Think about when it is, and isn't, okay to look Patient

Health Information (PHI). Please try again.
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1.60 Knowledge Check

(Multiple Choice, 10 points, unlimited attempts permitted)

It is my responsibility to:

LAST GFUESTION!

T et e 7 Repont non-compliance with UHA policy or Code of
answer, then dick o Condidt

the Submit

button in th

ioiwe fighithand . Understand that email should be used for company
corner to check: - business and may be monitored for use

YOI BREWET

This question i 7~ Utihze proper meanses to protect Patsent Rights and
worth 10 Points. :

o Ask questions if | do not understand whether
- authorization s needed to release information

)
;h- (@) Allof the above.

¥ KNOWLEDGE
CHECK!

Report non-compliance with UHA policy That's not correct. The Privacy and

or Code of Conduct. Security of PHI must be integrated into
your daily duties. Following regulations
and UHA policy will ensure the best
patient care, enhancing our reputation
as a premier health care service

organization. Try again.

Understand that email should be used That's not correct. The Privacy and

for company business and may be Security of PHI must be integrated into

monitored for use. your daily duties. Following regulations
and UHA policy will ensure the best
patient care, enhancing our reputation
as a premier health care service

organization. Try again.
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Utilize proper measures to protect

Patient Rights and Privacy.

That's not correct. The Privacy and
Security of PHI must be integrated into
your daily duties. Following regulations
and UHA policy will ensure the best
patient care, enhancing our reputation
as a premier health care service

organization. Try again.

Ask questions if | do not understand
whether authorization is needed to

release information.

That's not correct. The Privacy and
Security of PHI must be integrated into
your daily duties. Following regulations
and UHA policy will ensure the best
patient care, enhancing our reputation
as a premier health care service

organization. Try again.

X All of the above.

Correct! The Privacy and Security of PHI
must be integrated into your daily
duties. Following regulations and UHA
policy will ensure the best patient care,
enhancing our reputation as a premier

health care service organization.

1.61 Results Slide

(Results Slide, 0 points, 1 attempt permitted)
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Here are Your
Knowledge Check Results!

Your Score: o SN s
Passing Score: T e P

Result:

1.10 Knowledge Check

1.21 Knowledge Check

1.26 Knowledge Check

1.33 Knowledge Check

1.40 Knowledge Check

1.47 Knowledge Check

1.51 Knowledge Check

1.55 Knowledge Check

1.59 Knowledge Check

1.60 Knowledge Check
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Result slide properties

Passing Score 80%

1.62 Next Steps

Hayl You've completed the module! Thank you for taking the time to review this
impaortant information

Yiou may use the nawvigation buttons at the bottom to re-read any of the matenal, as
neaded. When you're ready, please dose this wandow to retern to HealthStream where
you may now access the post-test

I you have any questions about prvacy of security, please contact the following
indeiduals: UHA Compliance or , please contact the UHA Director of Compliance:

Carlos A Cruz

UHA Director of Compliance
B50.724 0326 (office)
Calruz2@stanfordmed arg

Matt Berlin

Diractor, IT Planning and Operations
650 242 6856

mberlin@stanfordmed org

LA
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